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Executive Summary

This handbook, in more than five hundred pages, summarizes the knowledge related to RFId technology and aims to be a guide for the interpretation of applications. 
In this handbook, for editorial choice, are not RFId applications.

Part I – Introduction to RFIDs
This is an introductory Part, devoted to not skilled readers. Hence it may also be considered as a stand alone description of  RFID Technology suitable to be red independently from the rest of the book.

In addition, technical issues that will be analyzed in detail in the subsequent chapters of this book are introduced here. After this Part it is possible to directly jump to analyse in detail technological, regulatory or security matters.

Main issues this Part deals with are:

· Preliminary notions on TAGs, Readers and RFID Systems.

· Technological categorization of RFID equipments with their classification based on:
adopted standards, used frequencies, technologies and applications;

· RFID applications and security.
Some paragraphs on economic issues close the first Part:

· Industrial cost analysis of RFID technology

· Economic and market outlook.
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Part II – Categorization & manufacture technologies
Aspects related to TAGs and Readers manufacture issues are explained in this Part. The reported information are mainly provided by manufacturers. This Part aims to provide an overview of what is available on the market and to support the user selection of suitable technological options.

Main issues this Part deals with are:

· Basic categorization of RFID technology; in details:

· Power supply characteristics leading to define passive, semi-passive and active TAGs.
· Physical principles of the communication between TAG and Reader leading to distinguish inductive TAGs from electromagnetic ones.
· TAG manufacturing techniques.
· RFID systems antennas and related manufacturing issues, which strongly affect system performance.
· Memory features and TAG cases, which assume a primary role in the application design.
· RFID system architecture, which is the ecosystem for application developing.
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Part III – Coupling, Energy & Antennas in passive TAGs
Electromagnetic issues related to passive TAGs are discussed in this Part. The reported information are mainly provided by scientific papers and aims to support antenna and system designers.
Main issues this Part deals with are:

· Physical principles of inductive coupling and electromagnetic TAGs communications.

· Power levels and operational ranges for passive TAGs, orientation and polarization issues.
· Design principles of electromagnetic coupling antennas.
· Overview of the latest technolgies for high frequency TAGs.
· Models and parameters for RFID system coverage evaluation.
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Part IV – Data coding & modulation techniques
A detailed discussion of the radio communication physical layer between TAG and Reader is reported in this Part. Which may be considered as an ideal prosecution of the previous one and aims to support system designers and users interested in technological details.

Main issues this Part deals with are:

· Data coding techniques, which allow to generate binary signals from data stored in equipment (TAG or Reader) memory. Techniques deploying coding schemes to obtain an optimum power transfer or particular effects on the radio signal are also illustrated.
· Radio signal modulation techniques, which are mainly relevant for passive TAGs. Some details on receiver structures are also described.

· TAG response (anti-collision protocols) and Reader interrogation techniques. Methods to synchronize interrogations and responses are also illustrated, mainly in cases where several TAGs and a number of Readers are located in the same operational environment.
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Part V – Further proximity technologies
Some technologies similar to RFID are presented in this Part.

These technologies share the proximity radio communication, but differ in applications.

Main issues this Part deals with are:

· NFC (Near Field Communication), usually included in mobile phones. In near future they can represent wide spread systems substituting contactless smart cards for payments, electronic locks, and for data acquisition from objects equipped with TAGs.
· Active RFID systems using UWB (Ultra Wide Band) technology, with innovative performance for location applications.
· WiFi based RFID.
The above listed technologies are really used for RFID applications but they are not included in previous Parts.

· ZigBee and Wibree (Bluetooth Low Energy).
These technologies have been designed for applications different from RFID, but due to their features, they can be used as high performance active TAGs offering innovative functionalities. Mesh networks for domotic applications using ZigBee equipments are an example.
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Part VI – Standards & Communication Protocols
This is the first of two Parts devoted to standardization issues. This is a key issue for RFID technology and for the applications requiring different entities interoperability and different manufactures equipments support.

This Part deals with communication standards and it is mainly drawn from the specifications published from the relevant organizations. This Part provides a synthesis of RFID standards aiming to be an handbook to understand them.

Main issues this Part deals with are:

· A description of international issues, with particular attention to different operational environments in private consortia (EPCglobal) and in public organizations (ISO); it also provides an international framework of related institutions and associations.

· A discussion on ISO and EPCglobal specifications, with particular detail on “Generation2” passive TAGs which are suitable for Item level Tagging massive applications (corresponding to an industrial production of hundreds of billions of TAGs)
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Part VII – Frequency Allocation
This is the second of the two Parts devoted to standardization. It deals with bands allocation for RFID applications in radio spectrum and allowed power levels for radio transmission. 

These are fundamental issues for RFID technology.
This Part, as the previous one, is mainly drawn from documents published by relevant international organizations and it aims to be an handbook providing a synthesis of relevant normative.

Main issues this Part deals with are:

· Description of international issues with particular attention to different operational environments in Europe and in the World.

· Overview of European normative focused on the recent reordering of RFID band allocation, with particular attention to UHF band which includes frequencies for Item Level Tagging applications.

· Finally, the Italian normative on the matter is showed in detail. It has been recently updated for European decisions conformance and makes reference to the so called “Piano Nazionale Ripartizione delle Frequenze” (National Plan for Frequency Allocation).
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Part VIII – Security & Privacy in RFID Systems
This Part is devoted to Security & Privacy in RFID Systems. Issues with significant importance for customers and very interesting for system integrators who have to avoid troubles that may compromise service diffusion. 
Main types of threats, practical applications of attack strategies and possible countermeasures that can be adopted are the main arguments detailed in this Part.

Particular attention is devoted to privacy issues, coming from acquisition of personal data belonging to customers owning RFID TAGs.
Details on hash functions for security techniques, data encryption, electronic signature, mutual authentication between TAG and Reader and secure channel set-up are illustrated.

Finally a significant section deals with the so called “electronic seals” which are becoming a key technology for container transport security.
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Part IX – Annexes & Bibliography
This Part include more detailed descriptions of some technique not described in the previous Parts for sake of simplicity and the bibliography of the whole book.

It includes:

· Measure of power levels in  Radio Transmission: ERP vs. EIRP;

· EPC global role and functions;

· Goods identification; mono and bidimensional bar codes;

· Cryptographic hash functions;

· EPCglobal, ISO and ECMA standards compendium, in which the listo f the standards and their original abstracts are reported.

· General bibliography 
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