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5G:  MORE THAN A PROGRESSIVE STEP
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3GPP VISION ON 5G 
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Source: 3GPP

• 3GPP  - 3rd Generation Partnership Project is the reference standard for mobile communications
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THE GLOBAL ROLLOUT OF 5G
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• Currently, China is leading the
race to 5G

• By 2025, 5G is expected to be
the predominant standard in
China and North America

• 5G will take some years to
overtake 4G

• Technology and business
evolutions go at a different
rate
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5G Architecture

• Integration of multiple and different types of technologies
• Many configuration options 
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…MANY IMPLEMENTATION OPTIONS (not exhaustive) 
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Stand Alone (SA) path
One step to target architecture

Non Stand Alone  (NSA) Networking
Gradual Investment, smaller Risk Source:
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…MANY 5G STAKEHOLDERS
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• More openess and interconnections
• Diversified service offerings complicate assurance of continuous level of security
• Network slicing, virtualizaztion and disaggregation brings new risks
• Heavy use of web protocols lowers barriers against attackers
• Coexistence of 4G and 5G
• High fragmentation of security standards bodies
• Standard is not sufficient, security assurance testing is needed
• Growing numbers of digital threats and attacks

...NEW SECURITY CHALLENGES
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5G introduces stronger security preventive measures respect to 4G,  but new security 
challenges arise:
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• Integration of multiple and different type of technologies
• Increasing number of sub-systems with high dinamicity and

variability
• Many deployments options
• Many configuration options
• Many stakeholders
• New threat landscape

5G COMPLEXITY 
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Complexity of 5G networks
calls for the use of 

automation and artificial intelligence 
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Source: GSMA ( June 2019)  

AI IN TLC NETWORKS
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NETWORK AUTOMATION FORECASTING

Forecast levels of network automation by MNOs worldwide 2018-2025 (Based on a survey of 
76 Tier 1 and 2 MNOs worldwide, Q32018) (source: Analysis Mason)
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AI TRENDS

Ontology

Machine Learning

Metadata

Expert Systems

Dawn of AI AI 
Winter I

AI 
Winter II

Expert 
System Era Semantic Web Era Language Model Era

https://drops.dagstuhl.de/opus/volltexte/2023/17810/pdf/dagrep_v012_i009_p060_22372.pdf
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• Machine learning learns from data for different purposes:
o Supervised learning: classification (diagnosis, fraud detection, image recognition), regression

(forecasting, predictions optimizations)
o Unsupervised learning: clustering, dimensionality reduction (meangful compression, structure discovery)
o Reinforcement learning: real time decisions, Game Ai, learning tasks, robot navigation

ONTOLOGY VS MACHINE LEARNING
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• Ontologies provide context for representing
knowledge in a domain model.

• Ontologies and ML can complement each
other.

Source: D. Soldani, 6GWorld, 2021
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WHAT IS AN ONTOLOGY?

conceptualization: abstract model (domain, identified relevant concepts, relations)
explicit: meaning of all concepts must be defined  
formal: machine understandable
shared: consensus about ontology
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An ontology is an
explicit, formal specification of a shared conceptualization
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• Meaningfully sharing information and knowledge between humans and machine on
a domain

• Enabling reuse of domain knowledge
§ To avoid reinventing the wheel
§ To facilitate interoperability

• Increasing the ability to automate
• Defining correct configuration templates
• Facilitating a multidisciplinary approach through semantically data integration
• Assisting in semantics disambiguitation
• Facilitating more precise searches and complex queries
• Supporting reasoning to infer additional information about the real world.

WHAT AN ONTOLOGY IS USEFUL FOR? 
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• There is no unique way to design an ontology
• Identify competency questions that the ontology should be able to answer.
• The way you design the ontology is guided by the ontology application and

competency questions
• Design the ontology is an iterative process.

HOW TO BUILD AN ONTOLOGY? 
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MAIN CHALLENGES WITH ONTOLOGIES

• Choose the right size for an ontology

• Ontology evaluation: how do we know is good enough?

• Ontology integration model (e.g include other concepts from other domains)

• Lack of formal standardized representation of relevant information

• Lack of coherent relationships between the different layers of abstraction in
ontologies

• Ontology maintenace

• Ontology consensus
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• Unified Cybersecurity Ontology (UCO)
• It connects different cybersecurity resources (e.g. STIX, CAPEC, MAEC, CWE, CVE, CVSS,
Cybox, CPE, STUCCO)

• Internet Of Things Security Ontology (IoTSec)
• NISTIR 8138 Draft 2016:

o Vulnerability Description Ontology (VDO). A Framework for Characterizing Vulnerabilities
• TOCSA: Threat Ontologies for Cybersecurity Analytics (University of OSLO)

o Aims at developing models and tools for automated or semi-automated classification and
discovery of cyber threats based on ontologies and semantic reasoning

• MITRE ATT&CK® (MITRE Adversarial Tactics, Techniques, and Common Knowledge)
• The MITRE ATT&CK framework is a curated knowledge base and model for cyber
adversary behavior, reflecting the various phases of an adversary's attack lifecycle and
the platforms they are known to target.

...None of them specifically for 5G

MAIN EXISTING ONTOLOGIES IN THE CYBERSECURITY DOMAIN
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o ENISA, EU Coordinated Risk Assessment of 5G Networks Security, 2019
o ENISA, Threat Landscape for 5G Networks, 2019
o ENISA, Threat Landscape for 5G networks - update, 2020
o ENISA 5G toolbox, 2019
o ENISA, Security in 5G Specifications, 2021
o ENISA 5G Cybersecurity Standard (16/03/ 2022)
o EU 5G certification (tbd as of today)

ENISA FOR 5G SECURITY
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METHODOLOGY FOR RISK ASSESSMENT (ISO 27005) 
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Source: Enisa 5G Threat Landscape – Update, 2020
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ENISA’s 5G threat landscape is constituted by:
• 5G security architecture
• 5Gnetwork assets categories
• 5G threat taxonomy
• (5G attack vectors has not yet been implemented because are still unknown)
• Vulnerability assessment for the components of the 5G architecture:

• CORE NETWORK
• NETWORK SLICING RADIO ACCESS NETWORK
• NETWORK FUNCTION VIRTUALIZATION - MANO
• SOFTWARE DEFINED NETWORKS
• MULTI-ACCESS EDGE COMPUTING
• SECURITY ARCHITECTURE
• PHYSICAL INFRASTRUCTURE
• IMPLEMENTATION OPTIONS
• PROCESSES

ENISA THREAT LANSCAPE
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ENISA 5G NETWORK ASSET CATEGORIES

Zoom in
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ZOOM-IN OF NETWORK PRODUCTS CATEGORY
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ENISA 5G THREAT TAXONOMY
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• NIS Directive: EU member states have
to define measures to ensure a high
level of security of networks,
information systems and services on
which essential functions depend

• Operators of essential services have to:
o identify the ICT assets needed to

perform the essential function or
service

o conduct a risk assessment
o keeping it update

ONTOLOGY BASED RISK ASSESSMENT
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Source: F. De Rosa et al., Ontology for Cybersecurity Governance of ICT Systems, ITASEC 2022

Ontology is useful in organizing the information in a semantically rich knowledge–
base where a level of automation can be introduced for that purpose
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Eraclito is one of the 27 projects of PNRR extended Partnership "SERICS - Security and Rights in
CyberSpace" aiming at developing ontologies, methodologies, guidelines, best practices, and tools
for improvement of the security posture of the ITC assets (i.e., networks, IT/OT systems and services)
included within Cybersecurity National Perimeter

Source: F. De Rosa et al., Ontology for Cybersecurity Governance of ICT Systems, ITASEC 2022

SECURITY KNOWLEDGE BASED OF A TARGET ICT SYSTEM: 
ERACLITO Project 



29

METHODOLOGY
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Source: F. De Rosa et al, 2022
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TAKEAWAYS
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• The dependence of many critical services on 5G networks make the cybersecurity of 5G
networks a strategic issue

• Complexity of 5G networks, calls for automation and artificial Intelligence

• Ontology based approaches are key for building cybersecurity knowledge-base of a target
system

○ Extract system infrastructure from assent discovery and asset inventory tools
○ Perform threat modeling and extract system known vulnerabilities automatically
○ Develop innovative tools for risk assessment 

• There are many ontologies to be reused in the cybersecurity domain, but not in 5G domain: ENISA
plays a key role in integrating 5G architecture and assets, with cybersecurity features, (e.g threats,
risks, and vulnerabilities) and is a main reference for building 5G ontology.

• Populating the ontology with information from 5G use cases is the challenge we are aiming at!!!
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Q & A
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