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* Introduction:
o need of automatic and dynamic management (SDN|
« 5G environment
« Al in Network architecture
* Main current standard
* Networks more and more complex: towards 6G and T-NT
* How simulate/emulate
o Some platforms
« Conclusions
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« Around 2010: design of automatic management in core network
(Software Defined Networks, SDN)

o Orchestration

O OPEN FLOW (N. McKeown, T. Anderson, H. Balakrishnan, G. Parulkar, L. Peterson, J. Rexford, S. Shenker,
and J. Turner, “Openflow: Enabling innovation in campus networks,” SIGCOMM CCR, vol. 38, no. 2, pp. 69-74, 2008)

* Virtualization (Network Function Virtualization) P ——
« 5G (coret+radio access)

o 3GPP defines SDN/NFV architecture (5GC) \
* Networks spread including novel segments...
o loT, Non Terrestrial (NT),....
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Matera F., Tego E. "Machine Learning for

B https://www.ict-mplane.eu/
QoE and QoS Control of Slices in a Wide

Area Network Test Bed” 113th AEIT

capabilicy -
specification -

International Annual Conference (AEIT),

4-8 October 2021

Active Probe

(radio, access,
metro)
DATA

Passive probe
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W

 Infegration of multiple and different types of technologies, supporting
differente services and verticals

* Increasing number of sub-systems with high dinamicity and variability
 Many deployments and configuration options

* Many configuration options
* Many stakeholders

 New threat landscape v
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e How many orchesitrations?

Finboard and
Orchastration !
Space [POS5)

(authentication, authorization,
accounting, application
repository, scheduling, ...}

~—Jt Helper Services ‘

i

Infrastructure
contrallers

Physical
infrastructure
5G ACCESS NETWORK ROBOT loT INFRASTRUCTURE .

COREfEDGE NETWORK

" DATACENTER

Source: A unifying orchestration operating platform for 5G, Manzalini et al International Conference on

Green, Pervasive, and Cloud Computing (GPC 2017) [10.1007/978-3-319-57186-7_20]



FUB Towards autonomous network with 5§G and beyond
oo vy networks

Al is gradually replacing human intelligence
for autonomous network operations

Operation 4
Excellence ; Automatic System

Human : Machine Intelligent
95%0 70%06 : i .
Of O&M requires of major accidents are Intelli gence ; Intell igence

manual intervention manual errors

Integrated System Al
Automation :

: Plat
Information System knaovevledge
Integration : -
. Independent : : R
Supporting System processes E —gm | '
Informatization : i I
//Ioed data L wMas ' : Towards
S e : Partiall
Isolated tools — =\ ] hitiste L4 autonomous

.~ Tool-assisted ERSEIDOS network
autonomous network

— g < automation
G Manual O&M network

»

2000 2005 2018

HUAWEI

Source: http://wilab.cnit.it/wp-content/uploads/2021/01/Soldani.pdf
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AI is a key enabler for network automation

soluhons |mplementahon approaches
L =3 : , &1
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Replacing an
existing component
with and Al-based
component
Adding a new
Al-based >
component
Al-native is where all components
potentially use Al in and among
each other
<+
Adding AI-based Source: Ericsson White Paper Defining
control to legacy Al native... (February 2023)
component(s) “—r
. — — .
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W

Traditional static monolithic RAN network -> ORAN
Traditional Core network —> Service Base Architecture (SBA)
Intelligent elements (NWDAF, MDAF, RIC..)

While open source and standardization are enablers for increased Al
adoption, the scenario related to early phase of industrial specifications is
very fragmented
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N 11D Main Key steps for Alin TLC

2017: 3GPP SA2 defined the Al network function NWDAF (Network Data Analytic Function). (Currently, the
Chinese and American operators are conducting the function test of NWDAF for commercial use in 5G SA)

2017: ETSI EXPERENTIAL Networked intelligence (ETSI ENI) aiming at improving the operator experience, using
closed-loop Al mechanisms based on context-aware, metadata-driven policies. ETSI has now completed Release
2 of its Experiential Networked Intelligence (ENI) specifications with the ETSI GS ENI 005 system architecture.

2017: ETSI founded Zero Touch Network and Service Management (ETSI ZTM) for a full end to end automation of
network and service management

2018: O-RAN Union has formulated RIC (Al-enabled RAN intelligent controller) and interfaced with
Management & Orchestration (MANO) function of core network.

2018: 3GPP Radio Access Network Working Group 3 (RAN3) started researching the data acquisition mechanism
on wireless side and RAN DAF ( RAN Data analytic function) has been introduced

2018: 3GPP SA5 began the research on Al and defined a new management plane function: MDAF (Management
Data Analytic Function

2020: 3GPP SAS started the research topic about network automation classification


http://click.agilitypr.delivery/ls/click?upn=44f-2FLa4dagsMN7QSxTVrlUTM2qLYtGMrX6sr9wrV2IzcqGhoj-2BV1e3-2FwcmMOIrosoF6mDDnVYI1Yjn8AnucA1bM75NScESUxF-2BXVhpMhwy-2Fyjj8OWHwSV5buOi122XucQlE5_8jXaNsVWiB3NL-2BVHW3Jw-2B-2Fjn-2BLCyz8RavydV1LcR-2F3qZDJpbpbIbpOGC5YTtLajImADnLC2MjxQutEMqBpRelkuMsW7FjNnR-2FXewQSvsYWSsHdO9WUnfAXk8X5ih-2FKgGyuYpVEGHUuPZdruykGdzz25tCSSUsLIUUcUzbKUmmhvZzVPbsN3leqk6-2BO2RtpYZ585tQpXV658ygbsFUOLgKc2YdQes6KSm57i634p70gWkvIovExa2dwF-2FxGh4LmhWUz53t4DmGdLtw7MGTV4cUDTcJ-2B5QSq-2FWPN0KkdwZfy9P6AHSFjEvcuYuyUjhJ99ElqL-2BYBMg9xMNmPsSKmmgM3VfeOiPhQmdJLkeCIlDXclu5uRabJOqXAVTnyNn-2FGMpsz0OrrQTr-2BoXd5mjv-2FHj3c5rR94f4aKBYXrcCWC3ATHQfsjXMBGuw-2FwseQbx-2FAuz9X7YGSSIA5EDQkNV0tNHkw-3D-3D

FUB

E o i NWDAF as for Monitoring plane
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OAM - MDAFs*

Fault Management Service Assurance Performance Management

Real-Time Operational Intelligence

Actionable
5G Caore 5G Network Insights
Functions
Config & SG RAN Network Analytics
Control State ML /Al
——————— - ————————)
_______ - 5G Transport ————————
SDN s > I — — — — — — >
Controllers Data
Collection

5G Core

Functions

* Management Data Analytics Functions

source ://www.guavus.com/will-5g-complexity-overwhelm-mnos/
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The evolution of O-RAN RIC

O-RIC

Service Management and Orchestration

Non-RT RIC | NIC

rApp rApp _ rApp (Network Intelligent

st | e

- Networl Intelligent Controller i
(NIC) represents the next step | i ———

after O-RAN RIC, supported by
NWDAF and PCF

[ J TO
communicate with UPF, PCF over .

SBA architecture based hitps
/jsonprotocols

IJRAN Evolution of O-RAN RIC

5G Base diagram from https://www.telecomhall.net/t/how-does-open-ran-architacture-fit-with-the-5g-core/19317
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Business Layer Business Layer Business Layer
NGMN TMF
ITU-TSG L ETSIENI
13 ML 5G
Service Service Layer Service Layer
Lay
ONAP — ETSI ZSM
| 3GPPSAS
NWDAF
“ORANOSC * ORAN Alliance - — 3GPP SA2 —
RAN Core RAN Core RAN Core
Alliance or overarching organization Open-Source Standards
Source: Ericsson White Paper Accelerating the adoption of Al..., (August 2021
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9!:931,9“ Too complex! May | emulate/simulate any part?
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« Different emulation/simulation codes
« Do they cooperate with real network segmentse
* Which OSI Layers?e

* Ns3 (discrete-event network simulator) simulafion of L1-L4 (not physical signal
behaviour), specially for RAN with 5G NR interface

o A. Lacava, F. Cuomo et al “ns-O-RAN: Simulating O-RAN 5G Systems in ns-
3"
* MININET (network emulation orchestration system ranning on switches, routers,...) emulation for
SDN (management)
* GNS3 (network simulator that lets you ran real networks), It can be linked to real networks

« Colosseum (network emulator, hitps://www.northeastern.edu/colosseum/)
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Connecting GNS3 to real world

[

[ ] » ping 8.8.8.8

.8.8.8 con 32 byte di dat1:
: byte=32 durata=46ms TTL=46
: byte=32 durata=46ms TTL=46
: byte=32 durata=41ms TTL=46
: byte=32 durata=42ms TTL=46

Esecuzione di
Risposta da
Risposta da
Risposta da
Risposta da
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. - - - [
=
-
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co
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O CO 0O CO

MPLS Core B :
Statistiche Ping per 8.8.8.

Pacchetti: Trasmessi
Persi = 0 (0% persi), . s :
Tempo approssimativo percorsi andata/ritorno in millisecondi:

4, Ricevutl = 4,

P2 :

~ PE1

Minimo = 46ms, Massimo = 42ms, Medio = 40ms

@.' PEZ‘

=

GPON — in’- _

s Ei‘ Simulatedin GNS3

g 4 , _
- e Matera F., Tego E., Attanasio V. “GNS-3 Emulation

’ Platform to Study Wide Area Network Performance

in Contexts Close to Reality”” AEIT International

—
Annual Conference, 03 — 05 October 2022, Rome

Iperf Client




FUB . MININET in SDN for Smart grid environment
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‘ ©) @
‘ <src |IP Addr; Service Table
‘ dst IP Addr; A | PMU A
1 P dst TC_P port>  fmm == - —) ) S— e
|| e e | D’Alterio F., Cazzaniga A,, Lavacca F., Garrone
T fady r-unisianannl = - o F., Persia S., Tornelli C.”SDN implementation
© ; (e - ) gpucio based on Mininet to support Synchrophasor
ek @Nttzk intaniate gy Measurement Systems for Smart Grid
4 Monitoring Management” AEIT International Annual
A POX SDN Controller _

Conference, 03 — 05 October 2022, Rome
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FUB Running FUB activities in RESTART project (ITA-TNT, 6GWINET,
rsmepplede: o NETWIN): Standards
* Insights into different architectural options for integration of Al into the network infrastructure taking into
account different standard approaches (e.g. 3GPP, O-RAN, ETSI, ITU-R)

* Insights into the following key network intelligent functions related to Al based solution for management
and orchestration:

 NWDAF (Network Data Analytics Function) introduced by 3GPP SA" group, providing machine
Intelligence in the 5G Core and driving close loop network automation.

 RAN DAF (RAN Data Analytic Function) introduced by 3GPP RAN3 group
« MDAF (Management Data Analytic Function) introduced by 3GPP SA5 group

* RIC (Al-enabled RAN intelligent controller introduced by O-RAN interfacing with Management
& Orchestration (MANO))

* Insights into functional architecture of ETSI ENI, ZTM engine for Al based orchestration
* Preliminary Insights on Intent based networking as introduced in 3GPP and ETSI ENI, ZTM
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FUB Running FUB activities in RESTART project (ITA-TNT, 6GWINET,
rsmepplede: o NETWIN): Al, emulation/simulations, Lalb RESTART Tests

* Insights on Al/ML pipeline (also for a specifc use case)

« Analys of different Al approach (reinforcement learning, federated learning )
vs Al objectives

* Insights into early phase deployments and specifications finalized to
developing simulators/emulators, prototyping and testing

« Performance measurements and testing by means of simulators/emulators /
prototypes

 Lab Tests
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* Many network domains to be orchestrated

« RIC (ORAN), NWDAF, ETSI ZSM, MDAF, NIC appear how the best solution to
bring automation and intelligence

 How cooperate these architectures and intelligent elements?
« How to include Non Terrestrial in a wide orchestratione

* Help from emulation/simulation platforms
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