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: THE THE
The Dark Side of Al DARK SIDE BRIGHT SIDE

where the human being

must shine brighter...

Note: All images have been generated with DALL-E — OpenAl (2025) by using
concepts and prompts developed via ChatGPT by marina settembre
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The Rise of
Agentic Al Paradigm
in TLC Networks
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Risks Beyond Paradigm Shift

Paradigm Shift from Traditional Al
In tasks the Al silently to Agentic Al
reprioritizes.

In business processes it
bypasses.

In KPIs it deems "non-

e
critical. Rule-Based Al Statistical Al Agentic Al
In policy rules it doesn’t

know how to interpret.
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The Invisible Algorithm

Who decides who gets
connected or served ?

A silent algorithm or
a human value system?
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Benefits and Blind
Spots with Al

Benefits Zone: Al delivers clear
value, low risk, high efficiency

Blind spot: technically
powerful, ethically fragile.
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Multilevel Risk Chain

A systemic approach from
Technical up to

Fundamental Rights
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Vulnerability in MLmodel or configuration
Data poisoning / telemetry manipulation
Unexpected input (e.g. adversarial attacks

FUNCTIONAL LAYER (Al TASK EXECUTION)

» Al reprioritizes or misclassifies a critical network function
« Agent misalignment with operational goals

« Silent failure in decision logic (no allert triggered)

ORGANIZATIONAL LAYER

« Bypass of existing business rules or human in the loop control
« Misalignment with operational KPIs

« Automation overrides domain expert judgment

HUMAN IMPACT LAYER
« Indirect harm to people (e.g. outages of emergency services)
« Discriminatori routing / prioritization

7 Marina Settembre (FUB)
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Governance by Design

Humen Rights-aware
risk Al agents >
exposure g ’ orototype

It is a call for new research mapping
directions to model harm \ Governance

before it happens, not only - bydesign

regulations B Risk g 7 New |
_I___ propagation“@EiE  methodologies

path tracing and tools for ¢
across layers rights mapping
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An Example from PNRR SERICS Technical Layer
Spoke 7 - Eraclito Project

(failure, attacks, or agent misalignment)

A preliminary cross-disciplinary exploration
of how technical risks cascade into human

consequences through a semantically rich Digitally
ontology and a real-world test case. comnEcied

hospital :‘ _

Fundamental
Rights
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Closing Thoughts

In The Cloven Viscount, Calvino leaves us a warning for
our times:

Let’s stay whole.

...that also means

) e . . , The challenge isn’t to build
* Lets’find a balance between overregulation and innovation perfect machines

* Let’s find a balance between leveraging Al and mitigating risks  it’s to take responsibility for
o Let’s connect the dots between disciplines, research programs, W10t machines decide.
and across the ecosystem for a collective intelligence
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